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[bookmark: _Toc1228312280]1.Prerequisites

[bookmark: _Toc1348690049]1.1 Required Resources
 
· Complete Lab S00
· Complete Lab S05
· At the very least Lab S05.B to set up Visual Studio Code
· Tello Drone and Equipment
· Multiple charged batteries
· WIFI Adapter or ability to connect to WIFI on device
· Windows device preferably
· Shouldn’t require Windows though
 
[bookmark: _Toc293307884]2.Introduction 

[bookmark: _Toc1311300052]2.1. Lab Description

DJI Tello EDU drones are compact drones built with education in mind. Due to their programmable nature, they are perfect for classes where students have some coding experience and want to utilize drone technology. We are going to be using them to generate, log, and send packets into Splunk so that we can run data analyses on them to detect any potential anomalies. As we are transitioning from the virtual to physical environment, this is far more applicable to real-life circumstances.

[bookmark: _Toc1519755139]2.2 Initial Setup

Before you begin this lab, you will need to do a few things. First, ensure you have multiple batteries charged and ready to go. These drones eat up their batteries very quickly, so it is critical that multiple batteries are available.

Second, before you put a battery into the drone, check the battery slot on your drone. This should have a small tag which provides the drone’s WIFI. You should write this down in case multiple drones are around and you need to connect to the right one.

Finally, ensure that the space provided for the drone fits its criterion for flight. Please ensure that the room is bright (may get an error if the room is too dark), the drone has about 48 inches (1.22 meters) radial space to fly around in without any potential obstructions, and that nothing will interfere with the drone or its connection. Make sure that you are ONLY connected to the drone’s WIFI for this exercise, outside traffic may affect your results.

[bookmark: _Toc647645980]3.Tasks

[bookmark: _Toc580836579]3.1 Task 1: Setting up Python File

Before we begin with the drone itself, let’s start with setting up the Python File we are going to be using for this lab. You can get the file here, which will bring up a screen that looks like this.	Comment by swadlin@gmu.edu: Change file

[image: ]

In the top right corner, you should see a download button. Click the download button and then click “Download Anyway”

[image: ][image: ]

Once you have the file downloaded, make a new folder on your IDE. Since we set up Visual Studio Code last time, we will be using that as the example.

(put photo of how to make new folder in VS Code here)	Comment by Guest User: TD

Once you have a new folder set up, we will be making another virtual environment so that our libraries do not install globally. To do this, click in the bottom right and then select “Create Virtual Environment” at the top of the page.
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Once you have your virtual environment set up, it’s time to install our dependencies. Before we get djitellopy, we will need to have some other libraries set up. To do this, open the terminal in the bottom left and run the following command.

pip install wheel

Once you have wheel installed, we should be good to get djitellopy. To do this, run the following command.	Comment by Guest User: Check to make sure this actually works

pip install djitellopy

Now that we have all of our dependencies set up, I will give a brief overview of the file so that you understand what is going on.
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The first ten lines are all setup. This is where we import our dependencies, establish the drone’s IP and port we are going to be using, and connect to the drone. Once it’s actually time to fly, we’ll already be connected to the drone via WIFI but this step will make it so that the drone knows where to send and receive information from.

The data() function is where we collect, organize, store, and send our data from the drone to Splunk. Within the data() function, there are a variety of inner functions.
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The first inner function is called get_drone_data(). This function gathers all sorts of data from the drone during flight and stores it in a dictionary. This dictionary is what this function returns, as it is used later when being brought into the JSON file.

[image: ]
The next function is the save_data_to_json() function, which uses the dictionary given by get_drone_data() to write a line in the JSON file. This file is constantly being updated and is what Splunk is looking at.

[image: ]
The final function within the data() function is main(), which simply runs the other two functions and then waits a second.

[image: ]

The next major function is Fly(), which is what makes the drone move around. Currently, it will only move in set directions and turn before landing, but there is much more you can do with these drones. That is not the focus of this lab, but I do implore you to look around at other movement command within the DJITELLOPY library.

[image: ]

At the very end of the file are two lines which allow both the data() and fly() functions to run at the same time. Normally, computers will only read one line at a time, but using threading you can make multiple operations occur at once. This is how we both log and fly around, so this is very important. 

Specifically for Tello drones, you can only have one connection at a time. This makes threading even more important, as you would not be able to connect for data and then again for flight, so that is why we have the connection outside of both the data() and fly() functions.

[bookmark: _Toc2108481904]3.2 Task 2: Data Collection

       	Now that we have our Python file ready to go, it’s time to collect some data. To do this, take a battery and plug it into the drone making sure that the ports line up.
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       	Once the battery is plugged in, power the drone on by pressing the button on its right side. You should be able to see some blinking lights on the face of the drone when you do this.
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       	While the drone is powering on, you should be able to find the drone’s WIFI signal. It will have the same name that you recorded earlier, so connect to that once you find it. Note, you will not have internet when you connect to the drone, but that will not matter for this lab.
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       	Once you are connected to the drone, place the drone on the floor in a clear area and run the Python file we just set up. You should be able to see the drone move as well as text be output to the terminal, so make sure that there are no errors.

       	If you get an error, it likely is because the room is too dark, the battery is too low, or there is an object too close to the drone. This code has been tested in many different environments and behaved as expected under such conditions.

       	As the drone is flying around, data is being logged and stored in our JSON file. Once the flight is over, inspect the newly created file and ensure that data is present. There likely will be many error warnings due to the JSON format not being python compliant, but this doesn’t matter. So long as there are dictionaries with key value pairs present then we’re all good to go.
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[bookmark: _Toc978802301]3.3 Task 3: Splunk Setup

Now that we have data in our JSON file, it is time to set up Splunk.

Please log into your Splunk Enterprise account, click “Settings” in the top right corner, and the select “Indexes” from the list.
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Once you are on this screen, click the green button in the top right labelled “New Index”.

[image: ]
You will see a window like below pop up, simply enter a name in the top and then click “Save” at the bottom. You can name this whatever you would like, simply remember what it is. I will refer to this name as Index_Name for future reference.

[image: ]

Once you have your index set up, ensure you see it in the list and make sure it is ENABLED. If it is disabled, it will not store any information within.

[image: ][image: ]

Now that this part is done, it is time to connect our JSON file to Splunk. To do this, click on “Settings” and then “Data Inputs”.
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Once you are in data inputs, you want to click on “Files & Directories” so we can pull data from our JSON file.
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Once you are in files and directories, click the green button in the top right that says “New Local file & Directory”.
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This will move you onto a new screen that looks like the one below. You will need to find where your JSON file is as well as ensure that it is on “Continuously Monitor” mode. Once you have selected your JSON and selected “Continuously Monitor”, click the green “Next >” button.

[image: ]

This will move you onto a new screen where you want to ensure the source type is “_json” on the left. Once you have made sure the source type is “_json”, you can click the green “Next >” button.
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This will move you onto the input settings screen, where you will need to do a few things. First, make sure the app is “Search & Reporting (search)”, the host field value is your device, and the index is Index_Name. Once all three values have been set, you can click the green “Review >” button.
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This will move you onto the review screen, where you want to make sure your values match the values below. Once you have confirmed that the values below match what you see (source path will be the path to your JSON, host will be your device, and index will be Index_Name), click the green “Submit >” button.
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Now that you have finished setting up the file monitoring, go back to files and directories by clicking “Settings”, “Data inputs”, and then “Files & Directories”. You should see your new monitor is set up and enabled. If you do not see your new monitor or it is disabled, please try again.

[image: ]

If your monitor is working, you should be able to see that the data in the JSON we generate gets automatically moved in real-time to our index. To verify this, move to your index by going to “Settings” and then “Indexes”.
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You can inspect your events by looking at the table below, which should have the time the data was imported into Splunk as well as all of the fields we recorded from the drone.

[image: ]

The data is not formatted the same way it came in, so if you want to see the original formatting you can click “Show as raw text”. This doesn’t change anything, it’s just how Splunk chooses to show the same information. Either way, this shows that we were able to successfully bring in real-time drone flight data into Splunk using a Tello drone. This is a major step forward as we can begin to run analyses on drone behavior using the Machine Learning Toolkit once we gather enough data.

[image: ]

[bookmark: _Toc1142212349]4.Submission details

Please complete the ten question quiz for this lab. You need to get an 80% or higher score to get credit for successful completion of the lab.

[bookmark: _Toc1581284120]5.Conclusion

This lab was able to successfully illustrate how to capture real-time data from a drone in flight which could be utilized for data analysis and anomaly detection down the road. This is a critical step forward, so much will be built on this foundation.
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# Set of commands that make the drone move around
tello. takeoff()

tello.move_forward(106)
tello.move_back(106)
tello.move_left(106)
tello.move_rignt (160)
tello.rotate_clockwise(96)
tello.rotate_counter_clockwise (180)
tello.rotate_clockwise(96)

tello.land()
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# Main function to collect and send data

def main(
while True:

# Collect drone data

drone_data = get.

# Save data to JSON file
save_data_to_json(drone_data)
print(f"Saved data: {drone_data}")

# Wait for a while before collecting new data

time.sleep(1)

if __name__
main()

"__main__|

_drone_data()
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tello = TelloO)
‘tello.connect()
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def get_drone_data():

# Connect to the drone and get some data (e.g., battery, speed, altitude, etc.)

flight_time = tello.get_flight_tine()
battery = tello.get_battery()
baroneter = tello.get_barometer()
temp = tello.get_temperature()
height = tello.get_height()

x_speed = tello.get_speed_x()
y_speed = tello.get_speed_y()
z_speed = tello.get_speed_z()
x_accel = tello.get_acceleration_x()
y-accel = tello.get_acceleration_y()
z_accel = tello.get_acceleration_z()
pitch = tello.get_pitch()

roll = tello.get_roll()

yaw = tello.get_yan()

# Exanple of data we might want to collect
drone_data = {
“Tine": time.time(),
“Flight Tine": flight_time,
“Battery": battery,
“Barometer”: barometer,
“Temperature”: temp,
“Height": height,
"Speed (X)": x_speed,
"Speed (Y)": y_speed,
"Speed (2)": z_speed,
"Acceleration (X)": x_accel,
"Acceleration (Y)": y_accel,
"Acceleration (2)": z_accel,
“Pitch”: pitch,
“RLL": roll,
“Yau': yaw

return drone_data
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# Function to save data to a JSON file
def save_data_to_json(data, filename='drone_data.json')
with open(filename, 'a') as json_file
Jjson.dunp(data, json_file)

json_file.write('\n') # Newline to separate entries
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